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As of Cisco Packet Tracer 8.2 internal BGP (iBGP) is not supported only external BGP (eBGP) is
supported.  If you try and configure iBGP on Packet Tracer, you will see the following message.

So, in this example the focus will be on setting up eBGP between two separate autonomous
systems.

Router0 Configuration Commands
Router0>enable
Router0#configure terminal
Router0(config)#interface serial 0/0/0
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Router0(config-if)#ip address 172.16.1.1 255.255.255.248
Router0(config-if)#no shutdown
Router0(config-if)#interface gigabitEthernet 0/0
Router0(config-if)#ip address 192.168.10.1 255.255.255.0
Router0(config-if)#no shutdown
Router0(config-if)#int Loopback 0
Router0(config-if)#ip address 1.1.1.1 255.0.0.0
Router0(config-if)#no shutdown
Router0(config-if)#exit
Router0#router bgp 65001
Router0(config-router)#neighbor 172.16.1.2 remote-as 65002
Router0(config-router)#network 1.1.1.1 mask 255.0.0.0
Router0(config-router)#network 192.168.10.0 mask 255.255.255.0
Router0(config-router)#bgp router-id 1.1.1.1
Router0(config-router)#no synchronization

Router1 Configuration Commands
Router1>enable
Router1#configure terminal
Router1(config)#interface serial 0/0/0
Router1(config-if)#ip address 172.16.1.2 255.255.255.248
Router1(config-if)#no shutdown
Router1(config-if)#interface gigabitEthernet 0/0
Router1(config-if)#ip address 192.168.20.1 255.255.255.0
Router1(config-if)#no shutdown
Router1(config-if)#int Loopback 0
Router1(config-if)#ip address 2.2.2.2 255.0.0.0
Router1(config-if)#no shutdown
Router1(config-if)#exit
Router1#router bgp 65001
Router1(config-router)#neighbor 172.16.1.1 remote-as 65001
Router1(config-router)#network 2.2.2.2 mask 255.0.0.0
Router1(config-router)#network 192.168.20.0 mask 255.255.255.0
Router1(config-router)#bgp router-id 2.2.2.2
Router1(config-router)#no synchronization

A Special Word about the No Synchronization Command
The site BGPExpert has an excellent explanation of what the no synchronization command is and
what is does.

Check BGP Configuration
Router0#show ip route

https://bgpexpert.com/nosync.php


Router0#show ip bgp summary

Router0#show ip bgp

Router0#show bgp ipv4 unicast neighbor 172.16.1.2 advertised-routes

This is another command that is not available in Cisco Packet Tracer as of v8.2.  So, here is an
example from GNS3.
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Ping and Tracert Connectivity Tests
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More Notes on BGP
BGP communicates using TCP port 179
BGP can form neighbor adjacencies with directly connected routers, which isn't a surprise
as other routing protocols do that.  But BGP can also form neighbor adjacencies with
routers multiple hops away.

Directly Connected BGP Neighbors Multihop BGP Neighbors

BGP will use the Arp table to locate the Layer 2 address of
the peer.

BGP will use routing table information to find the peer's IP
address.
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BGP is a path-vector routing protocol meaning it uses path attributes that are associated
with each network path when selecting the best route. This also helps ensure that the
path taken is loop free.
BGP path attributes are defined in RFC 4271 (January 2006 release date).
RFC 1654 defined BGP and termed it an Inter-Autonomous System routing protocol.
The 'AS' in the network topology is short for Autonomous System.  An Autonomous System
is. 'the entire routing domain controlled by a company, ISP, or other organization.
Inter-Autonomous means that BGP is able to route packets across organizations' routing
domains.  This makes BGP perfect for the routing of the Internet.
An organization requests an Autonomous System Number (ASN) from the Internet Service
Provider (ISP) or more typically from the Internet Assigned Numbers Authority IANA. 
The ASN is a 16-bit or 32-bit number.
32-bit ASN length provides for 4,294,967,295 unique ASNs.
There are private ASNs that any organization can use.  These are similar in concept to the
private IP ranges that any organization can use internally listed below.

Class A 10.0.0.0 - 10.255.255.255
Class B 172.16.0.0 - 172.31.255.255
Class C 192.168.0.0 - 192.168.255.255

Private 16-bit ASN Range Private 32-bit ASN Range

64,512 - 65,535 4,200,000,000 - 4,294,967,294

BGP Peer Communication Message types:
Open Message

establishes the BGP adjacency
Contains - BGP version number, AS number, Hold down timer, other parameters

Keep Alive 
Ensures the neighbors are still active
KeepAlive timer set for every 60 seconds by default
1/3 of the HoldDown timer, which is 180 seconds by default.

Update
These messages are for an update/change to the network.
NLRI - Network Layer Reachability Information is included in an update
message

Notification
Error detected

Neighbor down
Expiration of HoldDown timer

BGP Session Reset Requests (clear ip bgp *)

Router0#show ip bgp neighbors

https://www.iana.org/
https://www.inetdaemon.com/tutorials/internet/ip/routing/bgp/operation/messages/update/nlri.shtml


Another Limitation of Cisco Packet Tracer
As of Packet Tracer 8.2 there isn't a command for debug ip bgp which is very odd because there
are debug commands for other protocols

So, for this next section I will be using GNS3 to show the BGP connection handshake.  The BGP
establishes a TCP session with a neighboring BGP peer or peers. The connection between the peers
may report the following states while the connection is established.

Idle
Connect
Active
OpenSent
OpenConfirm
Established

The states can be quite fluid in the ordering as can be seen by and official Cisco diagram showing
the states.
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To demo these states in GNS3 I will initiate a debug for the BGP protocol.

Router0#debug ip bgp
Router0#clear ip bgp *

IDLE:

CONNECT:

For the connect phase, I never explicitly saw this reported in the debug logs.  I tried two different
routers with different Cisco IOS versions and in both cases Idle to Connect never logged. This must
be what Cisco was referring to when they said, "The connection between the peers may report the
following states while the connection is established."

ACTIVE:
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OPENSENT:

OPENCONFIRM:

ESTABLISHED:

Now we can check the TCP connectivity.

Router0#show tcp brief
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The connection is established.  Note that the TCP port on the peer (foreign address) is 179.  This
peer has the higher IP address and thus manages the connect phase and establishes the port 179
connectivity. The peer with the lower IP will get a randomized port for the connectivity.  In this
example the randomized port is 57597.

Additional Information about BGP from Cloudflare

Additional Information about BGP Neighbor States and
Connectivity from CiscoPress

Cisco Packet Tracer File
net14 bgp.pkt
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