Cisco 10S Discovery Protocol

Network Topology
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Premise

When you have a detailed topology map like the one above it is easy to know what interfaces and
what devices you are working with. However, a topology map like this is often not readily
available. Instead, you are on one end of the equation in a wiring closet or data center removed

from the far side equipment and you are staring at a console screen like this.
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Bouterl cond is now awvailable

Press BRETURN to get started.

Bouterid>

And it is left to you to figure out what is connected to your device on the other end. What can you

use to figure this out? Cisco provides some help by the way of the Cisco Discovery Protocol (CDP).
CDP is enabled by default on Cisco devices and works on directly connected interfaces. The CDP
messages are configured to broadcast every 60 seconds by default. This interval can be modified.
When a device receives a CDP broadcast the information is stored in a table. Using the show CDP
neighbors will display information about directly connected Cisco devices.

Now suppose instead of a nice all-filled-in topology diagram you have this. You have been told that
there are routers connected to the other end of the RouterO interfaces. One router is a Cisco 1841
but the technician is not sure what the other router is. The interface connected to the 1841 is in

the 192.168.10.0/24 network. The other interface should be configured within the 192.168.20.0/24
network.

Router(
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Solution

Router0 Commands

RouterO>enable

RouterO#configure terminal
RouterO(config)#interface fastEthernet 0/0
Router0(config-if)#no shutdown
RouterO(config)#interface fastEthernet 0/1
RouterO(config-if)#no shutdown
RouterO(config-if)#end

RouterO#show ip interface brief

Interface IP-RAddress OF? Method Status Protocol
FastEthernetd/0 unassigned YTES unset up up
FastEthernetd/1 unassigned YES unset up up

As can be seen by the show ip interface brief command, the interfaces are up but there are no L3
IP addresses configured. This is something that will need to be addressed later. But for now, we
can find out more about which devices are connected to which interfaces by using the show CDP
commands. First, we will check that CDP protocol is configured and working on Router0

RouterO#show cdp interface

FastEthernetl,/0 is up, line protocol is up
Sending CDP packets every &0 seconds
Holdtime is 120 seconds

FastEthernetl,/1l is up, line protocol is up
Sending CDP packets every &0 seconds
Holdtime is 180 seconds

Yes, CDP is configured and sending packets every 60 seconds as is the default behavior. No let's
see if there are any CDP packets coming from Cisco devices on the other in of the ethernet
connections.

RouterO#show cdp neighbors

Capability Codes: B - Bouter, T — Trans Bridge, B - Source Boute Bridge
5 - Bwitch, H - Host, I - IGMF, r - Bepeater, F - FPhone

Device ID Local Intrfce Holdtme Capability Platform Port ID
Routerl Fas 0/0 153 =] CZ500 Gig 072
Routerl Fas 0/1 1&5 = Clz4l Fas 0/0

The results of the show cdp neighbors command indicates that there are Cisco attached devices.
On the fast Ethernet 0/1 port the Cisco 1841 router is connected just as the technician had stated.
On the fast Ethernet port 0/0 there is a Cisco 2900 router. In addition, we can see from the output
that on the 1841 the connection is on fast Ethernet 0/0 while on the 2900 we are connected to
gigabit Ethernet 0/2. If we want more details, we can use the command show cdp entry *

RouterO#show cdp entry *
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Device ID: Routerl
Entry address(es):
IP address : 192.1&8.20.1
Platform: cisco C2500, Capabkilities: Router

Interface: FastEthernetl/0, Port ID (ocutgoing port) : GigabitEthernet0/2

Holdtime: 173

Version :

Cisco I0S Scftware, C2%9%00 Software (C2500-UNIVERSALES-M),
SOFTWARRE (£cl)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 15%8¢-2012 by Cisco Systems, Inc.

Compiled Thurs S—Jan-12 15:41 by pt_team

advertisement wersion: 2
Duplex: full

Device ID: Houterd
Entry address(es):
IP address : 132.1€8.10.1
Platform: cisco Cl241l, Capabilities: Router

Version 15.1(4)M4, RELEARSE

Interface: FastEthernetlsl, Port ID (outgoing port) : FastEthernet0/0

Holdtime: 125

Version :

Cisco IOS Software, 1841 Software (CL241-RDVIPSERVICESES-M), Version 12.4(15)T1, BRELELSE

SOFTWRRE (£c2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 15%8€-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_ team

advertisement wersion: 2
Cuplex: £full

From this we can see the configured IP addresses of the two connected devices. We can verify that
the connected device types are in fact routers. We can even see the Cisco I0S version installed on
the routers. Finally, we can see that the CDP type is version 2 as shown by the 'advertisement

version'.

Let's jump back into Router0 and configure some IP addressing now that we know the IP addresses

on the far side of the connections.

RouterO(config)#interface fastEthernet 0/0
RouterO(config-if)#ip address 192.168.20.2 255.255.255.0
RouterO(config)#interface fastEthernet 0/1
RouterO(config-if)#ip address 192.168.10.2 255.255.255.0
Router0(config-if)#end

RouterO#show ip interface brief

Interface IP-RZddress OE? Method Status
FastEthernetd,/0 152 _1€8.20.2 YES manual up
FastEthernetl/1 152 _168.10.2 YES manual up

Routerlfping 152 _1€23.10.1

RouterO#ping 192.168.10.1

Protocol
up
up
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Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 15%2_.162.10.1, timecout is 2 seconds:
S

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/0 ms

RouterO#ping 192.168.20.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 152 .1682.20.1, timeout is 2 seconds:
S

Success rate is 20 percent (4/5), round-trip minfavg/max = 0/0/1 ms

Success!

Cisco Packet Tracer File

netl0 cdp neighbors.pkt
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